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Tools for Software Testing in

ARM®IP-based Embedded Systems

By Magnus Unemyr, VP Sales/Marketing and Mark Moran, US General Manager Atollic

eleasing a product with bugs is potentially very

expensive when costs of field upgrades, recalls,

repairs, etc. are considered. Less quantifiable, but
equally important is the diminution of a company’s reputation
and loss of good will. Yet, many products based on embedded
systems are released without all of the testing which is necessary
and/or desirable to minimize these problems.

For those developers of embedded projects who choose to
employ automated in-target software testing, the challenge is

to find tools that are well integrated into their embedded develop-
ment environment.

Most existing software testing tools can only execute the tests on
a PC. This is of limited use when testing an embedded application
because the actual system will have different hardware interfaces,
different timing issues, memory constraints, target specific #prag-
mas, inline assembly, incompatible linker configuration files and
other differences. Consequently, it is of considerable importance
to run as many software tests as possible on the actual embedded
hardware so as to minimize inter-platform differences.

New tools for embedded test automation emerge on the market,
such as Atollic TrueVERIFIER™ that analyzes the source code of
the application to test, auto-generates a test suite, and run it
automatically in an ARM IP-based target board.

Once testing is completed, a test report showing 100% test
success may not be the reason for celebration that one might
expect. This is because the tests that were run might be consid-
ered successful, but the test procedure itself might not have been
applied to more than a small fraction of the code. Understanding
the quality of your test procedures thus become critical in judging
whether or not the product is tested well enough before release.
Dynamic execution flow analysis can be used to perform code
coverage analysis, which is a means of measuring test quality.
Atollic TrueANALYZER® handles the most stringent types of code
coverage analysis with almost no extra effort from the developer
or tester.

Both the Atollic TrueVERIFIER™ and Atollic TrueANALYZER tools
are deeply integrated into the Atollic TrueSTUDIO® C/C++ develop-
ment and debugger IDE, thus creating an efficient environment for
developers of ARM IP-based embedded systems.

Most embedded applications are not the subject of a formal test
methodology, although more and more teams are looking into the
use of this methodology. Unit tests are those tests which exercise
your G functions, by calling them with different combinations of
input parameter values, to drive the code through different
execution paths of the function.

Writing unit tests by hand is labor intensive, costly, tedious,

and still leaves the possibility that many of the possible execution
paths are not tested. To guarantee that as many as possible of
the important execution paths throughout a function would be
exercised by a test suite, requires a detailed analysis of how the
input parameters drive the code in various directions. This is very
time consuming and difficult or impossible for anything but trivial
functions.

Maintaining the synchronization of unit tests with code under
development is another challenge that development teams face.
This problem is often exacerbated by the fact that schedules
are tight and frequently become compressed as the project
progresses. If source code and unit tests thus get out-of-synch,
the unit tests will become less useful, especially at the time that
they are most needed.

The unit test tools available to PC developers are less useful to
embedded developers as they rarely manage compilation, down-
loading and execution of the test suites in embedded boards. Tools
that create the unit tests automatically, build them into the embed-
ded application and allow you to run them on the target via a con-
venient pathway such as a JTAG debugger will result in optimal
usage of time and maximum productivity.




An effective approach is to use a full embedded test automation
system that are integrated right into the C/C++ development IDE
so that synchronization is easy to maintain, and ancillary tools
such as JTAG debug probes can be used to full effect. Such tools
have not been common in the embedded industry previously, but
new tools like Atollic TrueVERIFIER now meet these demanding
criteria and bring very powerful in-target test automation capabili-
ties to ARM software developers.

Automatic generation of unit tests

The new breed of professional embedded systems test automation
tools can analyze the source code and generate and execute
suitable test suites automatically in an ARM® target board.

Atollic TrueVERIFIER auto-generates a test suite (implemented in
C source code), that makes many function calls with different
combinations of input parameters, thus driving a large number
of different execution paths in the functions to be tested.

The illustration below shows how a trivial G function can be
tested, by calling it many times with different input parameters.
The selection of input parameter values (the test data) is selected
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Figure 1: Automatic generation of unit tests.

and generated automatically by the testing tool.

Atollic TrueVERIFIER is a powerful tool for embedded test
automation. It analyzes the source code of the application and
automatically generates unit tests with important combinations

of input parameter values, in order to drive as many important
combinations of execution paths in the function as possible. To
maintain full flexibility in case special cases need to be addressed,
it is also possible to create test cases manually with custom sets
of input parameter values.

Automatic execution of unit tests
Once the test suite has been generated (as C source code), it
must be compiled, linked and executed on the target system.
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Many low-cost unit test tools exist that only run unit tests on a
Windows® PC. The inability of these tools to integrate with the
embedded tool development environment, results in additional
inefficiency of not being able to execute the tests on the target
board.

Atollic TrueVERIFIER integrates seamlessly into a professional
embedded IDE, enabling easy synchronization of test with code
development and takes advantage of integration with ancillary
tools such as JTAG debug probe.

TrueVERIFIER integrates directly into Atollic TrueSTUDIO, a
modern state-of-the-art IDE designed explicitly to serve the needs
of professional developers, especially those operating in teams.
Once the unit tests have been generated in C source code, they
are compiled automatically using the integrated embedded build
tools. They are then downloaded to the target board using the
same JTAG probe that works with the IDE that is being used for
normal debugging. Finally, execution is performed in the target
board with dynamic execution flow analysis to measure the
achieved code coverage.

The testing tool system is shown in Figure 2.
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Figure 2: Atollic TrueVERIFIER executes in-target testing with a
JTAG probe.

Once the test suite is completed, test results and code coverage
information is uploaded to the IDE. Atollic TrueVERIFIER measures
code coverage on MC/DC level (see the next section for details),
the test quality level required for flight control system software.

In effect, a professional embedded systems test automation tool

like Atollic TrueVERIFIER automates the following tasks:

* Analyzing the source code to find out what combinations of input
parameter values affect the execution flow.

* Generation of test suites (in C source code) that calls the
functions to be tested many times with different combinations of
input parameter values, thus driving different execution paths in
the functions being tested.

* Building (compilation and linking) of the test suite source code.

* Downloading the built test suite into the target board, using the
same JTAG probe as is used for debugging.




* Execution of test suites in the target board with execution flow
monitoring, thus enabling advanced code coverage analysis to
measure the achieved test quality.

* Uploading and visualization of test results and achieved code
coverage.

Measuring test quality

Once code is developed and tested, the focus shifts to quantita-
tively understanding what actually happened during the testing.

It is of no use to conclude that testing is completed successfully
if only a small part of the code was tested.

Code coverage measurement, which is performed using dynamic
execution flow analysis, is commonly used to study what parts of
the code have been tested. This therefore is a direct measure of
the test quality. There are many different types of code coverage
analysis, from very simple analysis up to very stringent types.

It is a very common error among software testers to believe that
simple analysis suffices, when in fact the more stringent analysis
methods are often required to reveal if the product has been
properly tested or not.

Code coverage analysis has been classified formally. The more
advanced types of code coverage analysis (such as MC/DC
described below) are often used for measuring test quality of
safety critical software.

As an example, RTCA DO-178B (a standard for development of
flight safety critical software) requires MC/DC testing of software
on "Level-A criticality”, the most critical part of airborne software,
where a software error can lead to a catastrophic situation with
loss of aircraft or human lives.

Many projects also outside the aerospace industry would
benefit from better control of what has been tested. In particular
this is valid for companies with high production volumes, or
products that are difficult or expensive to upgrade in the field.
The same goes for products where the supplier wants to keep
its good reputation and where loss of goodwill can be costly for
the company.

Different types of code coverage analysis

Before elaborating on the different types of code coverage analysis

that can be done, consider the code example in Figure 3.
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Figure 3: Also trivial code sections are difficult to test
rigorously.
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The trivial code section above contains three code blocks; a red
code block that is always executed, a green code block that is
sometimes executed dependent on the branch decision made in
the if-statement, and a blue code block that is always executed.
The code section above can be visualized as an execution flow
diagram. We can see that this code section yields two potential
execution paths, one directly from the red to the blue code block,
and another one that also passes through the green code block.
The branch decision taken in the if-statement will drive the
selection of which of the two execution paths will be taken.

Statement or block coverage

Statement or block coverage only measures how many of the
C-statements or code blocks have been executed during a test
session. It does not measure how branches in the execution flow
affect which statements or code blocks become executed.
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Figure 4: Statement coverage and Block coverage.

Function coverage

Function coverage only measures which or how many of the
C-functions have been called during a test session. It does not
measure which or how many of the function calls in a code
section is actually executed, or the quality of the testing of the
function itself.

Figure 5: Function coverage.

Function call coverage

Function call coverage measures which or how many of the
function calls in a code section have actually been called during
a test session.




Figure 6: Function call coverage.

Branch coverage

Branch coverage measures whether all code blocks and alternate
branch paths have been executed in a code section (such as both
the if- and the else- part in an if-else statement).
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Figure 7: Branch coverage.

Branch coverage typically requires a code section to be executed
a sufficient number of times, so that all alternative branch
directions will be tested. As all branch paths must be executed,
all corresponding code blocks are executed as well.

Modified condition/decision coverage

Modified condition/decision coverage (MC/DC) is a very advanced
type of code coverage analysis. This kind of code coverage is
applied to applications of which the highest reliability is expected.
It extends Branch coverage with the additional requirement that
all sub-expressions in complex decisions (such as in a complex
if-statement) must drive the branch decision independently of the
other sub-expressions.
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Figure 8: Modified condition/decision coverage (MC/DC coverage).
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As can be seen from the illustration below, the code section must
be executed several times with different values of sub-expressions
a, b and c, to ensure that all code blocks and branch paths have
been executed, and to ensure that all sub-expressions (a, b and c)
have been the driving force in the overall branch decision inde-
pendently of the other sub-expressions.

Modified condition/decision coverage (MC/DC) is a very stringent
type of code coverage analysis, and is in fact required for some
types of safety critical software. Flight control system software
testing must for example fulfill MC/DC coverage.

Tools for test quality measurement

Up until now, it has been difficult to find tools for measurement

of test quality in embedded systems software. The few tools that
have existed have been limited by one or more of the following
problems:

* Only testing using weak types of code coverage analysis is used
* Only testing in PC environments and not on the embedded target
* Very expensive

* Difficult to use

e Lacking integration with other embedded development tools

Atollic TrueANALYZER is a highly integrated new tool that changes
the situation dramatically. Atollic TrueANALYZER supports a wide
range of code coverage analysis types as shown below, including
MC/DC.

One of its most powerful features is the fact that the analysis is
conducted right on the embedded target. Atollic TrueANALYZER
is truly easy to use with the following set of test quality
measurements conducted in-target using only two mouse clicks:
» Statement/block coverage

* Function coverage

* Function call coverage

* Branch coverage

* Modified condition/Decision coverage (MC/DC)

The illustration below visualizes how Atollic TrueANALYZER
detects all different types of coverage scenarios described above.
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Figure 9: Atollic TrueANALYZER measure test quality rigorously.

Atollic TrueANALYZER connects to the target board via the same
JTAG probe used by the C/C++ debugger. The embedded applica-
tion is run directly on the target board with the code coverage
information recorded for later inspection and quantitative analysis.
Continued on page 42
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